CESGP” CESG CERTIFICATION BOODW

CERTIFICATE No.
P269

This Certificate confirms that

Black Box Secure Analogue and Digital KVM Switches, Version 1.0,
SW2008A-USB-EAL, SW4008A-USB-EAL,
SW2006A-USB-EAL, SW4006A-USB-EAL

has been evaluated under the terms of the

UK IT Security Evaluation and Certification Scheme

and complies with the requirements for

EAL2 augmented by ALC_FLR.2

COMMON CRITERIA (ISO 15408) ASSURANCE LEVEL
and Peripheral Sharing Switch (PSS) For Human Interface Devices
Protection Profile, IAD, Version 2.1, 7 September 2010.

The scope of the evaluated functionality was as claimed by the Security Target
and as confirmed by the associated Certification Report CRP269.

Certification is not a guarantee of freedom from security vulnerabilities. This certificate reflects the CESG Certification Body's view at the time of certification.
It is the responsibility of users (existing and prospective) to check whether any security vulnerabilities have been discovered since the date of the Evaluators' final penetration tests.
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!2 The CESG Certification Body of the UK IT Security Evaluation and Certification Scheme is accredited by the United Kingdom Accreditation Service

v

UKAS

PRODUCT ¢ Information Technology Security Evaluation Criteria (ITSEC) El - E6.
CERTIFICATION

(UKAS) to EN 45011:1998 (ISO/IEC Guide 65:1996) to provide product conformity certification as follows:
Category: Type Testing Product Certification of IT Products and Systems.
Standards: ® Common Criteria for Information Technology Security Evaluation (CC) EALI - EAL7; and

Details are provided on the UKAS website (www.ukas.org).

Arrangement on the Recognition of Common Criteria Certificates in the field of Information Technology Security (CCRA), May 2000

The CESG Certification Body is a Participant to the above Arrangement. The current Participants to the above Arrangement are detailed on the Common
Criteria Portal (www.commoncriteriaportal.org). The mark (left) confirms that this Common Criteria certificate has been authorised by a Participant to
the above Arrangement and it is the Participant’s statement that this certificate has been issued in accordance with the terms of the above Arrangement.
Upon receipt of this Common Criteria certificate, the vendor(s) may use the mark in conjunction with advertising, marketing and sales of the IT product
for which this certificate is issued.

Mutual Recognition Agreement of Information Technology Security Evaluation Certificates (SOGIS MRA), Version 3.0

The CESG Certification Body is a Participant to the above Agreement. The current Participants to the above Agreement are Finland, France, Germany,
The Netherlands, Norway, Spain, Sweden and the United Kingdom. The mark (left) confirms that this conformant certificate has been authorised by a
Participant to the above Agreement and it is the Participant’s statement that this certificate has been issued in accordance with the terms of the above
Agreement. The judgments contained in this certificate and in the associated Certification Report are those of the compliant Certification Body which
issued them and of the Evaluation Facility which performed the evaluation. Use of the mark does not imply acceptance by other Participants of liability in
respect of those judgments or for loss sustained as a result of reliance placed upon those judgments by a third party.

The IT product identified in this certificate has been evaluated by the Logica (now part of CGI) Commercial Evaluation Facility (an accredited and approved Evaluation
Facility of the UK) using the Common Methodology for Information Technology Security Evaluation, Version 3.1, for conformance to the Common Criteria for
Information Technology Security Evaluation, Version 3.1. This certificate applies only to the specific version and release of the IT product in its evaluated configuration and
in conjunction with the complete, associated Certification Report. The evaluation has been conducted in accordance with the provisions of the UK IT Security Evaluation and
Certification Scheme, and the conclusions of the Evaluation Facility in the Evaluation Technical Report are consistent with the evidence adduced. This certificate is not an
endorsement of the IT product by CESG or by any other organisation that recognises or gives effect to this certificate, and no warranty of the IT product by CESG or by any
other organisation that recognises or gives effect to this certificate is either expressed or implied.

In conformance with the requirements of EN 45011:1998 (ISO/IEC Guide 65:1996), the CCRA and the SOGIS MRA, the CESG Certification Body’s website
(www.cesg.gov.uk) provides additional information, as follows:

¢ type of product (i.e. product category); and

o details of product manufacturer (i.e. as appropriate: vendor/developer name, postal address, website, point of contact, telephone number, fax number, email address).

All IT product names and company names used in this certificate are for identification purposes only and may be trademarks of their respective owners.




